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Leakage Patterns @ R T T

Leakage )

Response Length |D(q)|
Query Equality qi = 4;
Co-Occurrence ID(q;) N D(gq;)
Response Identifiers {i:D; € q(D)}

Response Volumes {ID;|p: D; € q(D)}

(Simplified)
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A

Leakage Attacks Types @ R T T
Keyword (point) queries @] Range queries ﬁ
[IKK12,CGPR15,BKM20,RPH21] had [KKNO16,LMP18,GLMP18,

real’ 2,5,11,13,20,31 Al

‘world’ 3,5,10,11,13,25 L
‘crypto’ 5,11,21,27 2B

3 27

q=w , , q=(ab)

D(q) = {D € D:q € D)} q = 'crypto D(q) = {reD:a<r<b} q =(18,39)
Recover g Recover D
Known-data: Adversary knows subset of D No auxiliary knowledge
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Overview of Leakage Attacks on ESAS @ R T T

Adversary Type

Snapshot n \\ Persistent

Attacks against

PPE [NKW15] Adversary Power

Active / ‘m' f'\ \\\ Passive

Injection Attacks v
[ZKP16,BKM20,PWLP20] 8 Auxiliary '?forma“on = fl
T T
Sampled-data or sampled-query Known-data None
Keyword & Range attacks Keyword attacks [KKN OFi%nS\i F? fg(é(fl\/lP 18
[LZWT14,LMP18,GLMP18,GJW19, |[IKK12,CGPR15,BKM20, GLMP19’ GJWlé KPT20 ’
OKa21,DHP21,GPP21,0Kb21] RPH21] i(PTZl] ’ ’
q=w q = (a,b)
D(q) = {D € D:q(D)} D(@) = {reD:a<r<b}
Recover g Recover D
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Overview of Techniques for ESAS (Extremely informal)

—

@ ENCRYPTO
CRYPTOGRAPHY AND
PRIVACY ENGINEERING

—

Fully * None Linear Considered
Homomorphic =— secure but
Encryption (FHE) _] _inefficient
Oblivious RAM * Response Sublinear )
(ORAM) Length _
Considered
: : = efficient and
Structured * Query Equality  Optimal non
Encryption (STE) ¢ Responses’ o
Equality _
Property- « Ciphertext Optimal "] Considered
Preserving Equality = efficient but
Encryption (PPE) -« Ciphertext Order ] insecure
[INKW15]

ORAM

opt STE
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A
Previous Evaluations @ '-NCDYDTO

Frequency

« Usual evaluations for keyword attacks: High frequency
¢, 1. Enron (& Apache) 2. Restrict data to 500- 3. Draw 150 queries 27?7
% email data collection 3000 keywords from data collection
\D\Low frequency
= =
Rank
1.0~ —»— Countv2 1.0 A —»— Countv2
0.8' 08_
4, Evalgate £ oo High frequency 2 0s
on partial
knowledge & 04 _r g 04 Low frequency
arals
02 7 02 .
00 00 o L
0 10 20 30 40 50 60 70 80 90 100 0 10 20 30 40 50 60 70 80 90 100
Partial Knowledge in % Partial Knowledge in %
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Previous Evaluations {E} 2

« Usual evaluations for range attacks:

@@ 1. Subset of HCUP or 2. Pick Artificial query 3. Evaluate for
[1-CUP artificial Data collecton ~_ distribution (Uniform/Zipf/...) different amounts
of queries
1.0 —¥- GLMP18 1.0 + —¥- GLMP18
0.9 I T
0.8 0.8

0.6
506 T 5
i} =
[N
0.5 _O r 0.4
04 ?7?7?
0.2
0.3
0.2
0.0
10! 102 103 104
#Q
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New Data @ EhRh

9 new data sources for more realistic evaluations

« Keyword setting:

Use Case: Email/Cloud Genetic

9@ co AOL :.)

My Google activity 'gf X ﬂ/) :
The activity that you keep helps Google make services mare useful for you, like helping you *i'\ %i) ; 7 / -
;e::f:r:;;:m;:j;e ;ZT:::\:T; rZl:; tl:}er ::tr:\z Dvr.lat'wci;epage WIKIPEDIA ta’r
The Free Encyclopedia
GMail and Gooqgle Drive AOL and Wikipedia The Arabidopsis Information Resource

* 7 Query Logs & Data Collections + 1 Query Log & 1 Data Collection « 1 Query Log & 1 Data Collection
e 7 Users » 656k Users « 1.3k Users
* 16-100 Queries e 2.9M Queries * 54k Queries
« 200-47k Documents 151k Documents 115k Documents
» 19k-895k Keywords « 268k Keywords * 690k Keywords
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New Data

—

@ ENCRYPTO
CRYPTOGRAPHY AND
PRIVACY ENGINEERING

« Range setting:

Scientific Medical Human Resources
S D S s ODATA.%QW}SM
Sloan Digital Sky Survey Medical Information Mart for Salaries of the UK
3 Query Logs & 1 Data Intensive Care Attorney General’'s Office
Collection e 3 Data Collections junior civil servants
e 3 Users  2k-8k Records 1 Data Collection

Domain N = 73 — 10k
Density 3.3%-81%

536 Records
Domain N = 395
Density 2.3%

» 215-8k Queries

« 5M Records

e Domain N = 10k
* Density 96%

Sales

Walmart

Walmart Sales

Data
1 Data
Collection
143 Records
Domain N =
6.3k
Density 2.3%

Insurance

N¥E OpenData

NYDT Insurance
Claims

« 1 Data
Collection

886 Records

« Domain N =
25k

* Density 1.2%
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A
Evaluation: Highlights — Range Search @ R T T

Table 5: Normalized mean errors on the entire SDSS query logs. For feasibility, the
collection is sampled 25x uniformly at random with size n = 10* (n = 10° for APA and

ARR).
Instance GKKNO AVALUE ARR ARR-OR APA-ORET APA-ORABT
SDSS-S 0.413 0.432 0.473 0.249 0.242 0.239
SDSS-M 0.408 0.435 0.287 0.128 0.242 0.240
SDSS-L 0.417 0.456  0.286 0.141 0.241 0.242
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